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In an ever-more connected and digitized world…
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…resilience to cyber incidents becomes increasingly 

important to address
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Presentasjonsnotater
In an ever-more connected and digitized world, resilience to cyber incidents is becoming increasingly important to address. 

This is also the motivation for DNVGL to develop services on the topic. 

I will have a brief introduction on the topic, and the over to the class notation and type approval programme. I can also mention that we also have an Recommended Practice in place (2016)
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Safety in shipping today heavily depends on cyber systems
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Firstly, today safety in shipping heavily depends on cyber systems.

Many of these systems are not only business critical, they also have a significant safety impact.

In addition to what we normally think of when talking about cyber security, such as IT networks, email…., on board a ship, cyber security is also affecting the operational technology, such as PLCs and navigation equipment…
Cyber security is the art of addressing the risks for both the IT & OT systems.

E-mail, Administration, accounts, crew lists, …
Planned Maintenance and permits to work
Electronic certificates
Charter party, notice of readiness, bill of lading…
PLCs, SCADA, ECDIS, GPS
On-board measurement and control
Remote support/connection
Data loggers
Software based engine & cargo control
Dynamic positioning, Power Management
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Maritime & Offshore trends – Growing complexity creates new 
challenges
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Software & Automation

Interconnectivity

Crew size

October 2018



DNV GL © 17 January 2019

Cyber risk issues are present and migrating to the OT world
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Attacks on industrial control systems
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Source: AV-TEST Institute, Germany & IBM Managed Security Services
OT: Operational Technology such as Industrial Control Systems, SCADA, PLCs, Sensors
SCADA : Supervisory Control and Data Acquisition (Operator control and monitoring systems)
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Secondly, the amount of malware and vulnerabilities are growing. And, we see our industry being more exposed with cyber security migrating from the IT world to OT, increasing the risk for shipping.
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Safety in shipping today heavily depends on cyber systems with 
potential consequences towards both finance and safety

 IT networks

 E-mail

 Administration, accounts, crew lists, …

 Planned Maintenance

 Spares management and requisitioning

 Electronic manuals & certificates

 Permits to work

 Charter party, notice of readiness, bill of lading…

October 2018
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 PLCs

 SCADA

 On-board measurement and control

 ECDIS, GPS

 Remote support for engines

 Data loggers

 Engine & Cargo control

 Dynamic positioning, …

on-shore org.

Information Technology (IT)

Operation Technology (OT)

At risk: 
Mainly 

finance 

and 

reputation

At risk: 
Life,

property

and

environment 

+

all of the 
above
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Firstly, today safety in shipping heavily depends on cyber systems.

Many of these systems are not only business critical, they also have a significant safety impact.

In addition to what we normally think of when talking about cyber security, such as IT networks, email…., on board a ship, cyber security is also affecting the operational technology, such as PLCs and navigation equipment…
Cyber security is the art of addressing the risks for both the IT & OT systems.
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Cyber risks are increasing rapidly

7

According to the CSO Alliance, more than 1,000 ships have 
successfully been hacked in the last five years.

The annual damage to the global economy from cybercrime is 
estimated to be between 200–400 billion USD.

The positive message is: Cyber security is now getting the attention 
within the maritime industry it deserves – but there is not enough 
action yet!

After the NotPetya incident in 2017, Maersk had to reinstall its 
entire infrastructure including 45,000 PCs, 2,500 applications, 
and 4,000 servers.

Brukernavn
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According to the British journalist Misha Glenny there are 2 types of companies in the world:

“those that know they've been hacked, and those that don't”.

It should be noted that Cyber Security incidents are more common than officially admitted…..

Vi møter hele skalaen av eiere- de som ikke tar dette alvorlig I det hele tatt,- til de som tar dette seriøst.

___________________________________________________________________________________________________________
View Ddos attacks today:  http://www.digitalattackmap.com

Dos – One system is sending the malicious data or requests, DDoS is multiple systems sending data or requests to the target system.
What is a DDoS Attack?
A Distributed Denial of Service (DDoS) attack is an attempt to make an online service unavailable by overwhelming it with traffic from multiple sources. They target a wide variety of important resources, from banks to news websites, and present a major challenge to making sure people can publish and access important information.
Need more speaker notes as not included in the video. 
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Reported incidents around is increasing, even with lack of 
transparency 
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Cyber security threats are progressing and there has been a number of cases, as illustrated in the figure, confirming the impact on the maritime and mobile offshore vessels.
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DNV GL Cyber security class notation and services
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Class notation

DNV GL Class

Approval of systems

Approval of CSMS 

Verification

DNV GL Digital Solutions

Test preparation

Execution of testing

Advisory

DNV GL Maritime advisory

GAP assessment

Document preparation
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DNV GL can deliver the Cyber Security Class Notation as a total package. ��DNV GL Class will approve the documentation in a traditional class way.

DNV GL Digital Solution can perform test service to verify that all requirements are implemented.

DNV GL Maritime Advisory can perform assessment to identify GAPs that needs to be closed, and establish the design documentation. Further, DNV GL can also perform the needed risk assessment for systems out of default.

Two contracts and different personnel to avoid integrity issues. Dotted lines shows the border.
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Regulatory developments
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October 2018



DNV GL © 17 January 2019

Cyber security regulations are evolving…
i.e. IMO Resolution MSC.428(98) 

 AFFIRMS that … safety management system should take 
into account cyber risk management in accordance with the 
... ISM Code.

 Where to start: MSC-FAL.1/Circ.3 

– IT and OT systems

– Identify – Protect – Detect – Respond – Recover

– referring to international best practices

 However, not addressing:

– how to assess the risk,

– prescriptive or goal-based safety requirements, 

– requirements for incidents management

11

Impact: Cyber risks should be addressed in safety management systems no later 
than the first annual verification of DoC after 1 January 2021. This is a non-
mandatory requirement. 

Outcome: MSC 98 adopted the 
recommendatory MSC-FAL.1/Circ.3 
superseding the interim guidelines

October 2018
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Not suggesting which are the topics to be addressed in the SMS to ensure effective and relevant cyber risk management onboard a vessel.

Fra 428- IMO ENCOURAGES Administrations to ensure that cyber risks are appropriately addressed in safety management systems no later than the first annual verification of the company's Document of Compliance after 1 January 2021;
Flaggstater kan gjøre dette mandatory.

http://www.imo.org/Pages/home.aspx
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EU, USCG and regional regulatory requirements are being 
introduced
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 Directive (EU)2016/1148 concerning measures for a high 
common level of security of network and information systems 
across the Union (May 2016) 
– Applicable for ports but not vessels

 Regulation (EU) 2016/679 - General Data Protection Regulation 
(GDPR) (April 2016) 
- Applicable for vessels from May 2018

 USCG develops requirements and guidelines:

– USCG Cyber Strategy (June 2015)

– Maritime Bulk Liquids Transfer Cybersecurity Framework Profile 
(Nov 2016)

– Draft of Cybersecurity Framework Profile for Offshore Operations 
(May 2017)

– Draft of Passenger Operations Cybersecurity Framework Profile (July 
2016)

– Draft navigation and vessel inspection circular no. 05-17 (July 2017)
Subj: Guidelines for addressing cyber risks at maritime transportation 
security act (MTSA) regulated facilities

– Require cyber security incident reporting since (Dec 2016)
CG-5P Policy Letter 08-16

 Best Practices for Cyber Security On-board Ships 
(Oct 2016)

 Recommendations on maritime cyber security (Jan 
2017)

 IT-Sicherheitsgesetz (June 2015) – includes ports 
but not ships

 Code of Practice - Cyber Security for Ports and 
Port Systems (June 2016)

 Code of Practice - Cyber Security for Ships (Sep 
2017)

 Norwegian Maritime Authorities’ report “Digital 
vulnerabilities in 
the maritime sector” by DNV GL (Oct 2015)

 Data Processing and Cybersecurity Notification 
Obligation Act (Jan 2016)

– Applicable for ports and vessels (Dutch Flag)

 ….

October 2018
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Please be aware that wrt cyber security MSC 98 (6 to 16 June 2017) adopted resolution MSC.428(98) on Maritime cyber risk management in safety management systems (final resolution not formally published yet, but draft text still open to editorial correction by IMO secretariat see attached MSC 98/WP.9, annex 1). Resolution MSC.428(98) affirms that an approved safety management system should take into account cyber risk management.

MSC.428(98) encourages Administrations to ensure that cyber risks are appropriately addressed in safety management systems, no later than the first annual verification of the company’s Document of Compliance after 1 January 2021.


http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2016.194.01.0001.01.ENG
http://eur-lex.europa.eu/eli/reg/2016/679/oj
https://www.uscg.mil/SENIORLEADERSHIP/DOCS/cyber.pdf
http://www.dco.uscg.mil/Portals/9/CG-FAC/Documents/Maritime_BLT_CSF.pdf?ver=2017-07-19-070544-223
http://www.dco.uscg.mil/Portals/9/CG-FAC/Documents/Content%20Preview%20of%20Offshore%20Profile.pdf?ver=2017-07-19-070239-550
http://www.dco.uscg.mil/Portals/9/CG-FAC/Documents/Passenger%20Vessel%20Preview%20SHARED%208-2-2017.pdf?ver=2017-08-03-100854-993
https://homeport.uscg.mil/cgi-bin/st/portal/uscg_docs/MyCG/Editorial/20170117/CG-5P%20Policy%20Letter%2008_16.pdf?id=7c8f480c66de4c8f9e087e57f6e3bad1ede03be8
http://www.dco.uscg.mil/Our-Organization/Assistant-Commandant-for-Prevention-Policy-CG-5P/Inspections-Compliance-CG-5PC-/Office-of-Port-Facility-Compliance/Domestic-Ports-Division/cybersecurity/
https://www.ssi.gouv.fr/uploads/2017/06/best-practices-for-cyber-security-on-board-ships_anssi.pdf
https://www.ecologique-solidaire.gouv.fr/sites/default/files/Guide%202%20-%20Cyber%20securit%C3%A9%20-%20Renforcer%20la%20protection%20des%20syst%C3%A8mes%20industriels%20du%20navire.pdf
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Broschueren/IT-Sicherheitsgesetz.pdf?__blob=publicationFile&v=7
https://www.gov.uk/government/publications/ports-and-port-systems-cyber-security-code-of-practice
https://www.gov.uk/government/publications/ship-security-cyber-security-code-of-practice
https://www.regjeringen.no/contentassets/fe88e9ea8a354bd1b63bc0022469f644/no/sved/7.pdf
https://autoriteitpersoonsgegevens.nl/sites/default/files/atoms/files/boetebeleidsregels_autoriteit_persoonsgegevens_staatscourant_2016-2043_0.pdf
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Insurance companies and shipping organisations are examples of 
further stakeholder developments

The cyber security exclusion clause in 
insurance (Clause 380) is being challenged:

 Owners expect complete insurance coverage

 Underwriters need to properly manage their 
risks  

13

Rating by charters though:

 Tanker Management and Self Assessment (TMSA) No. 3

and

 Inspection and Assessment Report 
For Dry Cargo Ships (FOD06) 11

October 2018
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And in the insurance business, the increased threat is causing concerns:
For owners to have complete insurance coverage
And for insurers to manage their risk.
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How DNV GL supports
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Cyber security is more then just software and technology

 Cyber security implementation involves three pillars:
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It is important to remember that cyber security is not achieved just by installing an antivirus software or by having account and responsibility management. 

One need also to consider;

People:

Process:

Technology

It is all addressed in the class rules.
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Industry has responded with Cyber Security guidance….
…and DNV GL has follow-up with additional support
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IMO is now referencing BIMCO (so BIMCO can be seen as a base to IMO)
BIMCO (guideline) references Existing international standards and guidelines, For example ISO/IEC 27000 series of Information Security Management Systems (ISMS) standards
? There is a gap between cyber security standards and what our market needs: How and where do we start? We need practical steps to take to improve CS  resilience, and we don’t have that much money to spend on it so we need to save time ‘in reading’ and quickly ‘start doing’.
DNVGL-RP-0496 bridges the gap between high level standards designed for organizations and gives practical guidance on how to practically address the risks onboard, and it also bridges the gap between the IT CS skills and standards towards the OT needs, FOR SHIPS AND MOBILE OFFSHORE UNITS IN OPERATION
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DNV GL Cyber Secure Class Notation
DNVGL-RU-SHIP Pt.6 Ch.5 Sec.21
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October 2018
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Cyber secure class notation

October 2018
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The additional class notation Cyber secure set requirements to cyber security on the 
vessel, intending to protect the safety of the vessel, crew and passengers. 

For Basic and Advanced option, specified systems shall be addressed including 
propulsion, steering, navigation, power generation and others. Requirements are based 
on international recognized standards.

Option + is intended for system(s) not specified for Basic and Advanced.

Cyber secure(Basic) 
Minimum security level 

Primarily intended for sailing vessels 
where security will be implemented in 
procedures and existing systems

Cyber secure(Advanced)
Higher security level

Primarily intended for new builds, where 
security will be integrated into the design 
of the vessel 

Cyber secure(+)
Security level based on risk assessment

Target system(s) can be freely selected to 
address different needs. Can combined 
with Basic and Advanced

Brukernavn
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Rules are based on IEC 62443 series, so DNV GL have not created anything new that is not already know to the industry. The same standard have also been used for the type approval programme which I’ll talk about later.

Basic for sailing vessels

Advanced for new-build vessels

For flexibility for an owner/operator to choose systems to be addressed, qualifier + is developed. 
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Cyber secure class notation
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October 2018

Cyber secure will bridge security knowledge between information technology and operation 
technology for systems on-board the vessel

Cyber secure will also:

- Provide baselines for demonstrating vessel’s cyber resilience to charterer and oil majors

- Provide measures reducing the risk of downtime due to cyber security incidents

- Increases the crew’s awareness to cyber threats

- Provide processes for continued focus on cyber security threats

Cyber secure(Basic) 
Minimum level of technical measures 
implemented on-board the vessel

Cyber security management systems 
addressing a minimum security level

Cyber secure(Advanced)
Higher level of technical measures 
implemented on-board the vessel

Cyber security management systems 
addressing a higher level of security

Cyber secure(+)
Level of technical measures derived from 
risk assessment

Cyber security management systems 
addressing the derived security level

Brukernavn
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Number of systems/functions to be addressed is about (10 functions -> 47 systems). Selection mechanism in the rules to decide if systems is in or out of scope. 

The security level is given for Basic and Advanced, while for + qualifier the security level should be decided based on a risk assessment. The security level can be the IEC level 1 -> 4, or the basic or advanced profile DNV GL have created. (total 6 options)

Management system set requirements to training of personnel, service suppliers, responsibility for the crew, access control, patch management of all software, incident planning and response and continues improvement process. It is important to remember that cyber security cannot be implemented and forgotten about. It must be a continues process throughout the lifetime of the vessel. 

It is worth mentioning that for ISM the following is stated from IMO : Cyber risks should be appropriately addressed in a SMS no later than the first annual verification of the company’s Document of Compliance that occurs after 1 January 2021.�(In June 2017 the 98th MSC)
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Scope for Cyber secure

 For qualifier Basic and Advanced, a number of given systems shall be addressed for cyber security. This 
includes e.g. propulsion, steering, navigation and power generation. 

 For qualifier +, system(s) to addressed for cyber security can be freely selected. Security level should be 
determined based on a risk assessment by use of e.g. DNVGL-RP-0496.

 For all qualifiers, a cyber security management system for the vessel is required. 

20

Navigation

Power generation

Propulsion &
SteeringCyber Security

Management
System
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Number of systems/functions to be addressed is about (10 functions -> 47 systems). Selection mechanism in the rules to decide if systems is in or out of scope. 

The security level is given for Basic and Advanced, while for + qualifier the security level should be decided based on a risk assessment. The security level can be the IEC level 1 -> 4, or the basic or advanced profile DNV GL have created. (total 6 options)

Management system set requirements to training of personnel, service suppliers, responsibility for the crew, access control, patch management of all software, incident planning and response and continues improvement process. It is important to remember that cyber security cannot be implemented and forgotten about. It must be a continues process throughout the lifetime of the vessel. 

It is worth mentioning that for ISM the following is stated from IMO : Cyber risks should be appropriately addressed in a SMS no later than the first annual verification of the company’s Document of Compliance that occurs after 1 January 2021.�(In June 2017 the 98th MSC)
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Example of security implementation by use of zones and conduits

21

Crew member

IPSec Tunnel

October 2018

By applying the rules;

- Systems are securely segregated

- Communication between the
systems are managed and secured

- Remote access to the vessel are
managed and secured

Brukernavn
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As an example which is relevant for D-class:

Zone model to implement cyber security
Use whitelisting to restrict data flow that is not specifically intended, and allow for data traffic that is intended.
Data gathering for can be stored in an Information Management Server or similar for e.g. report creation.
Transferring these data onshore will require establishing a secure tunnel, where the transmitted data must be encrypted. Connection accepted crew. Could be multifactor authentication from person onshore. 
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Example of security implementation in bridge INS
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Implementation and testing for Cyber secure

23

October 2018

Phase 1. 
Requirement 
engineering

Phase 2. 
Engineering / 
Construction

Phase 3. 
Installation / 

Commissioning

Phase 4. 
Testing / 

Acceptance
Phase 5. 
Operation

Cyber secure explain the process of implementing cyber security for both sailing and 
new-build vessels by separating the implementation process into 5 phases.  

Cyber secure will also:

- require testing as part of system modification/commissioning, and as a final 
integration test. Typical tests can e.g. be capability verification, vulnerability scanning 
and penetration tests.

- require audit of the cyber security management system for the vessel.
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Cyber Security type approval programme

Capabilities of System Components
DNVGL-CG-0231

24
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Typical applications

 Remote access/connection

 Integrated and inter-connected 
control and monitoring systems

 Safety systems

 Systems supporting essential 
vessel services

 Other systems subjected to 
requirements for redundancy 
and/or separation

25
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Components type approved in accordance with Class 
Programme (CP) DNVGL-CP-0231 are certified to have 

security capabilities in compliance with DNV GL Rules and 
Offshore Standards and relevant requirements in this CP

This type approval is only mandatory when required by 
specific DNV GL rules (e.g. for certain components for class 

notation CyberSecure)

Case-by-case verification of type approved capabilities 
depends on relevant requirements in each project (e.g. class 

notation CyberSecure or rules for remote 
controlled/autonomous ships)

Brukernavn
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type approval is not mandatory unless otherwise required by specific rules or class notations.
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Project Phases

27

2. Type test
• Witness of test by DNV GL, or
• Test performed by DNV GL at 

manufacturer’s office or DNV GL’s  
office in Trondheim Norway

3. Issue of certificate

1. Assessment of documentation
• Verification of compliance with 

security requirements

Brukernavn
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Test performed by DNV GL at manufacturer’s office or DNV GL’s office in Trondheim Norway
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Component types

 Concept from IEC 61162-460

– Controlled (secure) network

 Node

 Switch

 Forwarder

 Gateway, incl. wireless

 Border gateway

28
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Concept of components naming have been taken from IEC 61162-460
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Security requirements
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Principles Requirements

Mainly from ISA 62443-4-2 draft 4 edit 1

Test requirements developed by DNV GL
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Security Levels (SL)

30

SL1: Protection against casual or coincidental 
violation

SL2: Protection against intentional violation using 
simple means, low resources, generic skills, low 

motivation

SL3: Protection against intentional violation using 
sophisticated means, moderate resources, OT system 

specific skills, moderate motivation

SL 4: Protection against intentional violation using 
sophisticated means, extended resources, OT system 

specific skills, high motivation
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Security Requirements, examples

31
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Benefits
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Use of recognized industry standards for 
cyber security capabilities of components 

in Industrial Automation and Control 
Systems

Four security levels. Vendor selects the 
level.

Show to the market how cyber secure 
your product is

Can be applied on system level

Test requirements included in CP-0231

No need to share confidential 
documentation outside organization with 

vendors to prove cybersecurity 
requirements

Third party verification
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The TA program will apply to any component connected to a network, especially relevant for remote applications (diagnostics, maintenance, upgrade, control), but also for applications where independent network segments are required, critical applications such as safety systems and control of essential services, DP redundancy groups, etc. 

TA according to this CP will hopefully be seen as an important marketing device for the manufacturer. It could be a possibility to offer “update” according to this CP to existing TA component and system certificates. 

However, due to the increasing focus on remote connection by manufacturers, this application seems to be the most relevant selling-point. 
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Our Type Approval program support manufactures, owners and 
yards ensuring safety through cyber secure components

October 2018
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• Based on same international recognized standards as Cyber secure

• Verifies technical security capabilities of components

• Case-by-case verification is needed depending on relevant requirements in each project
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Vessel on-board and office-based 
penetration testing

34

October 2018
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Penetration testing of IT systems, for a typical shipping company
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October 2018

 Scanning for remote vulnerabilities

– Unintentional backdoor IoT devices 
connected to corporate networks

– Vulnerable video conferencing 
systems

– …

 What happens in case a phish got in?

 Global presence, multiple branch offices
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Penetration testing – main activities

36

Define 
Scope & 
Collect 
information

Network 
Analysis

Test 
Program 
Develop-
ment

Testing and 
verification

Reporting

*PTES is a (not yet formal) standard designed to provide a common language and scope for performing a pentest.

Reduce scope, time, costs 
& maintain safety
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First step

37

https://services.veracity.com/
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Second step- self check

38



DNV GL © 17 January 2019

SAFER, SMARTER, GREENER

www.dnvgl.com

The trademarks DNV GL®, the Horizon Graphic and Det Norske Veritas®

are the properties of companies in the Det Norske Veritas group. All rights reserved

Thank you for your attention
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Jan Tore Grimsrud
Jan.tore.grimsrud@dnvgl.com
+47 930 30449

mailto:Olav.Haugehaatveit@dnvgl.com
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